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INTRODUCTION: PILOTING WITH BLINDFOLDS ON
by Former Ambassador Marc C. Ginsberg, CSW Founder & President

This Report is prepared by the Coalition for a Safer Web (CSW). It addresses two major
questions arising from the Jewish communitys halting efforts to counter growing
antisemitic incitement:

WHY IS THE COMMUNITY’S RESPONSE TO ESCALATING ANTISEMITIC
INCITEMENT FAILING TO MAKE MORE HEADWAY?

WHY ARE THERE SO MANY INEFFICIENCIES & GAPS IN THE EFFORTS TO
DATE?

As CSW details in the following Report there is a huge gulf between what is claimed to be
accomplished by legacy Jewish organizations in the campaign against antisemitic
incitement and violence versus what is being achieved -- and what needs to be achieved.
It need not be so.

Our devoted team has dedicated itself to the safety and security of the Jewish people. We
are proud to join with so many others who share this commitment and who are risking
themselves to better protect our communities, both at home and abroad.

I want us to do better because as we daily “scrub the web” for potential threats we
encounter groups and individuals lurking in the dark shadows of the antisemitic cyber
ecosystem where the lion’s share of radicalization, recruitment, plotting, and threats
originate.
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From the far left to the far right and from radical Islamic groups accelerating their
targeting of U.S. Jews, our adversaries are at it 24/7 to outflank and outwit our all-too
inadequate defenses.

The Jewish community desperately needs its own version of a Churchillian-inspired WWII
Bletchley Park intel deciphering and coordinating operation to improve its security radars.
And if anyone believes any of the toxic antisemitic content or its deciphering is being
adequately done by the U.S. government or by major social media companies, I have a
Brooklyn Bridge to sell. The magnitude of the antisemitic cyber threat is so vast and
untamed there is no one organization that possesses the skill and resources to tame it.
Worse, the U.S. government has taken a chainsaw to its own monitoring programs.

The community also requires a mechanism to connect all the organizations involved in the
struggle lead by a proven, respected national coordinator (formerly from the government,
business, or the military) who enjoys bipartisan national respect and possesses the
managerial talents to cajole the communitys leaders to join together and unite behind a
strategy executed by a cooperating team.

Recruiting that person and empowering him or her likely falls to a coalition of major
donors prepared to exert their enormous financial leverage over Jewish organizations to
get in line for the sake of better common good. How can the community expect to turn the
tables on the antisemitic extremists if every organization is deciding for itself when and
where to deploy its resources?

While our enemies are determined to inflict fear and harm, they are not invincible. They
can be intercepted, defanged, and dismantled.

Regrettably, as the Anti-Defamation League's 2024 Audit highlights -- no matter how much
money is being devoted to address the threats — the volume of antisemitic incidents just
keeps rising year after year. Maybe an immaculate change of fortune will occur in 2025's
audit, but hope is not a strategy. The status quo is intolerable — we have to stop fighting
the last battle.

Best intentions are in big supply — but across the board best practices are not . We are
leaving too many programs and tools on the drawing board that could be deployed to
mount a stronger response.

The firebombing in Boulder, Colorado of Jewish Americans supporting the release of
hostages and the senseless murder of two young and promising Israeli diplomats at an
inadequately protected American Jewish Committee event by a Marxist-Leninist U.S.
communist party loyalist were horrific. What is even more horrific is that communist party
— The Party for Socialism & Liberation — is a major conduit of Chinese Communist Party
and U.S. expat funds to pro-Hamas antisemitic groups via highly-respected U.S.
foundations, including most alarmingly, the Goldman Sachs Philanthropy Fund. But that
connection is a revelation to too many leaders allegedly in charge of the fight.

Despite PSL’s and its donors’ support of it there is no coordinated public/private sector
strategy in place to choke off antisemitism incitement funding operations.
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Sadly, unchecked foreign-sourced funding is the oxygen behind the escalating incitement.
Vietnam War-era Marxist/Leninist groups aligned with the PSL and pro-Hamas
antisemitic groups are not just organizing protests—they are syncing legal strategies,
radicalizing faculty, and coordinating foreign funding streams.

From academic encampments harassing Jewish students to international solidarity
brigades, they are coordinating in lockstep. They are rapidly disseminating transnational
calls to direct extremist activities and designate targets they consider aligned with Zionism.

The Jewish community deserves better, far better from its leadership as the threat
metastasizes into more damaging components, including the confluence of cooperation
among far-left and far-right antisemitic groups, Al-weaponized radical Islamic groups
targeting U.S. Jews, and a media ecosystem hijacked by neo-Nazi influencers on the far
right and radical socialist antisemites on the far left.

Along with government authorities it must be THE singular goal to place our adversaries
off balance and make them fear that they will be next — not us.

Fmr. Amb. Marc Ginsberg
President,
Coalition for a Safer Web
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AWOL FROM THE CAMPAIGN AGAINST ANTISEMITISM :
A COMMANDER, A STRATEGY & A BATTLE PLAN

EXECUTIVE SUMMARY

The Anti-Defamation League’s 2024 Audit of Antisemitic Incidents reported the highest nhumber of
antisemitic acts in 47 years, with more than 9,000 incidents across the U.S. Not surprisingly,
campus incidents saw a sharp rise, exacerbated by the renewed Gaza conflict. In its 35-page audit
ADL serves up a bowl of thin gruel to counter the trendline.

Because the crisis is so grave (and only getting worse) CSW is daring to touch the proverbial third
rail and challenge the community, its donors, and its leaders to transform “uncoordinated” into
“coordinated” responses to the threats.

CSW’s Report was prepared before Sunday’s Boulder, CO terrorist attack. That atrocity adds more
urgency to the need to accelerate social media surveillance of the enemy’s cyber terrain and
potential lone wolf digital footprints.

The absence of a national director, a comprehensive strategy, and an all-points battle plan to better
defend America’s Jews is not only inexcusable, but also a SHANDA! (Yiddish for “Catastrophe™).
National Jewish organizations asserting stewardship of the antisemitic fight are piloting without the
most effective GPS system. And the Trump Administration, as we have recently found out in joint
meetings, is way too unaware of the antisemitic incitement terrain.

CSW claims no monopoly on new and better ideas. Our proposals are focused on the “go better
on offense” trajectory...really at the tip of the spear to achieve bulls eye targeting.

Below are key points and recommendations elaborated in the Report, which follows the Executive
Summary.

National Private Sector CSW Calls to Action

1. Convene a national summit of experts, organizations, and policymakers to: establish program
benchmarks and missing elements; and create a unified antisemitism strategy endorsed and
resourced by concerned donors, foundations, and major U.S. Jewish and non-Jewish organizations
combating antisemitism.
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2. ldentify and recruit a new national well-respected and highly credentialed private sector leader
who will be provided with the active support and necessary resources to develop and execute a
combined national strategy.

2. Plan a new, more aggressive advocacy program to leverage existing federal, state, and local laws
to target funding, tech support, and nonprofit abuses.

3. Inaugurate a new privately funded “moonshot” to invest in counter Al tools to monitor, detect,
and combat online hate.

No Innovative Targeting of Foreign and Domestic Funding Networks

A major blind spot in the current response is a failure to interrupt the deluge of funds from foreign
and domestic sources that fuel antisemitic incitement. These include nation-states, sub-state
actors, their ideologically aligned organizations, and individual actors with transnational agendas.
Although CSW has a database that has mapped out all the foreign antisemitic funding flows others
may benefit from our information, but likely do not even know CSW, much less its database, exists.

CSW Proposed Actions

B Establish a national legal coordination task force to target defendants and recruit law firms
to support dismantling these funding structures and strip recipients of their tax-exempt
status for knowingly washing these illicit donations.

B Pressure the Department of Justice (DOJ) to designate actors like Neville Roy Singham as
foreign agents and commence RICO or other statute-enabled investigations into these
networking operations.

B Compel financial transparency from intermediaries like the Goldman Sachs Philanthropy
Fund which has been accused by the media and by Congressman Torres serving as a

conduit for the Singham network.

B Support legislation criminalizing financial support for incitement of antisemitic violence.

No Plan to Dismantle Antisemitic Web Platforms & Encrypted Accounts

Social media platforms play a pivotal role in enabling antisemitic groups to incite violence.
Mainstream social media platforms have either terminated their content moderation programs or
severely curtailed them. Worse, after Jan 6 many far-right neo-Nazi groups have fled to encrypted
platforms that are off the surveillance radar of the U.S. government or of the mega social media
companies. These encrypted safe havens are the cyber caves from which antisemitic groups
radicalize and plot attacks.
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Private social media watchdogs are NOT prohibited by U.S. privacy laws to “catphish” (penetrate)
into antisemitic web communities. This will require more monitors and better Al programs
operating under a new coordinating center, such as the CSW-proposed Social Media Early Warning
Center.

CSW Proposed Actions
B Establish a task force of tech experts to monitor and disrupt technical support vital to the
operations of antisemitic operatives, including accelerating private-sector efforts to

penetrate encrypted web operations.

B Advocate for Congress to condition the algorithm transfer of TikTok from Chinese to U.S.
ownership on verifiable, transparent content moderation program integration.

B Enforce 18 U.S.C. § 2339B, penalizing material support to U.S. affiliates of designated
Foreign Terrorist Organizations.

B |nvestigate publicly traded companies such as Cloudfare for providing infrastructure to
groups like Hamas.

B Publicly expose companies that refuse to sever ties with known antisemitic entities.

Attack Illegal Tax-Exemption Claims & Shut Down the Fiscal Sponsorship
Loophole

Wall Street investment banks, such as Goldman Sachs, and their allied mega philanthropic
foundations enable private clients such as the Chinese-directed antisemitic agent Neville Roy
Singham to direct their charitable dollars to specific antisemitic-inciting groups or wink to their
fund managers where they expect their tax-exempt donations to go.

Other donors direct “umbrella” foundations to bury their donations into “fiscal sponsorships” that
enables donors and their recipients to avoid disclosing that they are funding antisemitic groups
which otherwise would compel IRS donation disclosure.

CSW Proposed Actions

B Develop a community-blessed legislative agenda to urge Congress to enact reforms
requiring transparency in all nonprofit financial flows, with specific need to end the so-
called “fiscal sponsorship” loophole enabling tax-exempt donors to camouflage their
donations to antisemitic groups.

B Mandate disclosure of donor and recipient identities for all fiscal sponsorships.
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B Direct efforts to state attorneys general to use state corporate penalties to target offending
entities illegally benefiting from tax-exempt status.

B Advocate for the Trump Administration to create an internal Treasury Department operation
to accelerate IRS attacks on antisemitic tax-exempt organizations.

Develop New Closed-Source Artificial Intelligence Programs to Counter Online
Antisemitism

The proliferation of generative Al has empowered antisemitic groups to produce and distribute
propaganda with unprecedented speed and sophistication. CSW issued a report in February that
went viral detailing how radical Islamic terrorist groups have hijacked open-source generative Al
programs to recruit lone wolves to target the American Jewish community.

CSW Proposed Actions

B Al-Driven Detection: Develop proprietary Al programs tools to accelerate detection of
coded antisemitic content across encrypted and fringe platforms.

B Establish a new centralized social media monitoring and intel sharing entity that links all
allied social media monitoring operations into a nationwide fusion center.

B Counter-Speech Campaigns: Deploy Al-generated content to combat misinformation
and educate the public.

B Data Analysis: Use Al to track hate speech trends, enabling faster, data-informed policy
interventions.

Unmoderated Antisemitic Cyber Incitement

The web has devolved into a safe haven for extremist social media influencers. Far right, neo-
Nazi podcasters are fire hoses pumping out vicious antisemitic misinformation. On the far left,
anti-Israel, often antisemitic influencers such as Hasan Piker have made it a lucrative career to
attack Israel and its American Jewish supporters masquerading as a so-called “Democratic
Party” new leader.

CSW Proposed Actions

B Form a private sector-managed SOCIAL MEDIA STANDARDS BOARD proposed by CSW
several years ago to monitor platform compliance with their pledges to deplatform
antisemitic incitement and harmonize social media watchdog efforts.
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Expand social media monitoring of so-called “fringe” and camouflaged antisemitic
platforms, and stand-alone websites which serve as incubators of social media incitement,
including gaming sites popular with “bros” including Snap, Reddit, Discord, and Twitch.

Create a new coalition partnership with the digital advertising industry to leverage its
financial clout over social media platform content moderation shortcomings.

Develop/share a data base of incidents, suspect antisemitic operatives and organizations
for more coordinated monitoring with local authorities.

Establish a new “training camp” for spokesmen willing to take on the extremist podcasters
on their home turf, buttressed by a new public advocacy strategy developed by a national
public relations/communication firm specializing in “influencer” development and
strategies.
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According to the ADLs latest Audit of Antisemitism 2024 was the worst year in over 47 years
tracking antisemitic incidents, with over 9000 incidents of antisemitic assault, harassment, and
vandalism across the U.S.

Not surprisingly, campus antisemitic incidents account for the dramatic increase since 2023, and
with a re-escalation of the Gaza conflict, protests, and lone wolf attacks have broken out again
across the country.

ADL stated this level of antisemitism “...should never be accepted, but it is the grim reality for Jews.”

It does not have to be that “grim reality” if we develop and deploy new initiatives and proven
technologies to change the “grim reality” trajectory.

Case in point, the ADL audit was 35 pages long, but the audit’s 4 responses to the crisis were sparse
and not reassuring;:

ADL’s Audit Offered Up Just Four Solutions:

1. Pass the Antisemitism Awareness Act:
CSW Comment: While this legislative proposal increases public recognition of
antisemitism it lacks actionable enforcement mechanisms and is mired in interpretation
controversy.

2. Fortify the Nonprofit Security Grant Program:
CSW Comment: Though a great step forward, the program does not incorporate “best
practices” social media content operations essential to any security enhancement
program.

3. Create State-Level Strategies to Counter Antisemitism
CSW Comment: Often fragmented and often symbolic, state strategies do not regularly
align with federal and private efforts and lack adequate cross-border collaboration.
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4. Increase Educational Oversight & Legislation:
CSW Comment: Too many plans touting antisemitism education are aspirational and
vague, with few measurable benchmarks or means to measure effectiveness.

We did not expect ADL’s audit to cover the entire waterfront of major, positive initiatives launched
since the 2017 infamous “Unite the Right” neo-Nazi rally, but it could have allayed some of the
understandable fears it generated by citing that a great deal of community-inspired efforts is
underway, such as:

e U.S. grant supportfor strengthening hard security in Jewish communities via the Community
Security Services grant initiative.

e Various initiatives to research the root causes of antisemitic incitement and the groups
fostering it.

e Training state and local authorities how to better identify antisemitic threats in their
jurisdictions and potential actions to be taken against them.

e Qutreach initiatives to various Christian communities to garner cross-sectarian support to
curtain antisemitism.

e Strengthening federal and state laws to punish antisemitic violence and incitement
Including advocating for bipartisan legislation, including the HEAL Act to help stamp out
misinformation about the Jewish community, the Antisemitism Awareness Act, and the
Protecting Students on Campus Act to help identify antisemitism and empower students
to report Title VI violations.

e Escalating international cooperation to coordinate efforts to curb cross-border antisemitic
violence.

e Advocating new K-12 educational programs against antisemitism.

Even though ADL and other major Jewish organizations have invested in costly, new infrastructure
security initiatives and devoted considerable resources to address other points of antisemitic
exposure bases there are too many unguarded gates :

B Uninterrupted foreign & domestic antisemitic funding sources

B Uncoordinated legislative and regulatory solutions at the federal, state, and local level

B | ackof anationwide “fusion center” linking up every key actor to better share intel and avoid
duplication of effort

B [nadequate, 20" Century-old social media content moderation safeguards

B [gnorance about the metastasizing threat and its myriad sources

It does not take a rocket scientist to know that there is no coordinated national strategy. The
numbing duplication of wasted effort has begun eliciting media criticism — no less than from a highly
respected English-language Israeli media outlet -- Times of Israel:

“Once a field of Jewish advocacy work dominated by a small number of large
organizations — most notably the Anti-Defamation League (ADL) in the United States —
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fighting antisemitism is now a complicated matrix of interest groups of different shapes and
sizes, often with overlapping missions and contradictory messaging.” “

“Sources within the Jewish world are concerned that contradictory messages from
either side of the political spectrum drown each other out, limiting their effectiveness. There
is also a wariness that some organizations may be more concerned with appearing busy with
their donors than making an impact. Others wonder if such a glut of agenda-driven
organizations is harmful for the Jewish cause. There is a sense that many of their efforts lack
strategic purpose. Meanwhile, despite their work, antisemitism continues to rise, without any
sign of slowing down.”

If the Jewish community had access to its own “government accounting office” auditing the
community’s fragmented response that audit would certainly be flashing yellow lights warning that
the status quo demands a shift in strategy.

MISSED OPPORTUNITIES AND UNDERUTILIZED TOOLS

Despite important progress since the infamous 2017 Unite the Right Rally, a consensus driven
public/private strategy against U.S. antisemitism remains a mirage. Jewish organizations, while
effective in mobilizing resources, often duplicate efforts without a centralized strategy, leading to
inefficiencies and avoidable gaps being exploited by antisemitic operatives.

Example, a few days ago the respected Zachor Legal Institute announced it had filed with the IRS a
complaint against the Westchester Policy Action Committee (WESPAC) for using tax-exempt
dollars to donate to pro-Hamas groups such as Within Our Lifetime. Regrettably, Zachor wasted
time and effort better spent on other targets because CSW filed the same complaint after much
research against WESPAC in September, 2024 which triggered the very investigation ZLI urges.

Also, did the Jewish community need more than one 2024 audit of antisemitic incidents to know
how bad the situation is? Yet, the COMBAT ANTISEMITISM MOVEMENT issued a nearly an
identical audit mirroring ADL’s audit. Is it fair to suggest that CAM’s funding allocation for its own
audit could have been put to better use?

And not to be outdone the World Zionist Organization also issued its own 2024 audit:

“The year 2024 was a “peak year” for antisemitism, with a 340 percent increase in total
antisemitic incidents worldwide compared to 2022, according to a new report published by the
World Zionist Organization and the Jewish Agency for Israel.”

Understandably, each organization has its own support network. But had there been a national
coordinating consultation mechanism couldn’t these three organizations possibly have agreed to
pool resources to prepare a combined antisemitic incident audit to avoid wasting resources?
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Scratch below the surface and what unfolds is siloed and competing centers of gravity, inadequate
funding for innovative programs, and a “Not Invented Here” syndrome where established
organizations do not put out a welcome mat for promising externally developed solutions. As a
result, many novel and innovative proposals struggle for visibility and support.

CSW is well aware of terrific surveillance efforts underway by other social media content
moderating groups, but their data is collecting dust. Not for any refusal they are not linked to the
Secure Community Network. They don’t even know the SCN exists. SCN does not proactively
integrate intel collecting groups into a centralized “fusion center” to enable exchange of vital infor
and allocate recon operations among the social media collecting community of contend
moderating watchdog groups.

If there are updated and more effective tools that could elevate the sophistication and breadth of
the counter-offensive. Why not deploy them?

e “NotlInvented Here” Major Jewish organizations are stubbornly jealous of their prerogatives
and their donor base which is standing in the way of a better national strategy.

e We are far behind our adversaries in the cyber war against antisemitic incitement.
Extremists are seizing on advances in artificial intelligence to outwit diminishing content
moderation programs that have been severely curtailed by mainstream social media
companies.

e Too many Jewish organization leaders do not understand the depth and scope of the
antisemitism incitement enemy landscape, both at home and abroad. How do they
produce a strategy if they do not understand who the enemy is and how it is plotting and
planning?

Would we not benefit from a new, nationally coordinated, and managed effort that:

1. Enables donors to know whether their donations are being put to the best use possible as
measured against a comprehensive national strategy;

2. Embraces innovative programs and technologies that are road-tested before deployed;

Attempts to fill the gaps that remain in a multi-year effort;

4. Welcomes new organizations and experts who may not have the battle against

antisemitism as their primary mission;

Establishes chronological and metric-driven milestones; and

6. Itiscoordinated by anindependent national leaderwho has the stature and respect to break
down stubbornly siloed efforts.

w

o

DISMANTLE THE FOREIGN & DOMESTIC FUNDING NETWORKS

Why is there no concerted public/private campaign to attack the funding sources of the antisemitic
incitement?
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The largest antisemitic foreign-sourced donors are either governments or sub-state actors tied to
governments.

See chart on the following page outlining the foreign funders and their domestic recipients at
the end of the Report

Even before October 7, the U.S. government barely made a dent in this money flow. Antisemitic
groups receive millions of dollars in camouflaged dollars from controversial domestic operatives
and foundations and from foreign sources, including China, Iran, and Qatar through a variety of
underground funding networks:

What is standing in the way of action against these donors?

First, itis nota U.S. government priority. The U.S. government’s financial watchdogs are focused on
tracking down terrorist funders, not funders inciting antisemitic violence. There is a difference.
Existing U.S. laws do not prevent foreign funders from inciting domestic antisemitic incitement
unless their donations are finding their way to affiliates of foreign terrorist organizations, such as
the infamous SAMIDOUN foundation (a.k.a. the Palestinian Prisoner Solidarity Network).

Second, tracking the funding operations takes resolute forensic researchers familiar with cyber
financing, bitcoin purchases and off-the-grid currency transfers.

Third, foreign funders camouflage their donations via reputable foundations which, in turn, transfer
funds to designated recipients who are inciting the antisemitism.

Fourth, not all donors are U.S. based. For example (as elaborated below) a U.S. expatriate
billionaire residing in Shanghai — Neville Roy Singham —is by most media accounts a willing agent
of the Chinese Communist Party. Singham has been shipping millions to legacy far left groups for
years long before the Gaza conflict; groups with ties to the U.S. communist party and to extremist
far left groups that have antisemitic stains embedded in their socialist agendas.

1. China/Singham/CodePink/ANSWER Coalition Antisemitic Funding Network

Based on our interactions with members of Congress and the media NEVILLE ROY SINGHAM’S
poisonous far left antisemitic funding syndication appears to us to be better known by the media
and to relevant committees of Congress than by its victims -- America’s Jews.
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Singham’s network is responsible for directly and indirectly funding almost every pro-Hamas
antisemitic inciter of campus and urban violence, including the pro-Putin ANSWER (Act Now to
Stop War & End Racism) Coalition, the tenaciously antisemitic far-left People’s Forum, and the
alphabet soup of pro-Palestinian groups, including Within Our Lifetime, and Jewish Voices for
Peace.

Singham benefits from being comfortably entrenched in Shanghai under the protective eye of the
Chinese government and has eluded any U.S. accountability for his violence-inciting antisemitic
activities.

With the connivance of the Chinese Communist Party Singham channels millions of dollars not
only to CodePink (founded by his wife, Jodie Evans) — it, too an antisemitic far left extremist
operation, but also to scores of U.S. tax-exempt organizations to incite antisemitic violence.
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Singham has funneled approximately $100 million to pro-Hamas groups not only to the venerable
Goldman Sachs Philanthropy Fund (Singham is or was recently a client of Goldman) and other U.S.
non-profit groups — some of which are on public notice that they are willing accomplices to the
fiendish enterprise.

Neville Singham and Jodie Evans are real and present dangers to America’s Jews. The couple is the
proverbial “Bonnie and Clyde” of antisemitic incitement and violence.

At the end of October, 2024, CSW uncovered information linking the national Students for Justice
in Palestine organization — one of the more violent-prone antisemitic instigators of campus unrest
—to the Progressive International — all to the Singham Network.

And CSW traced Singham-funded donations to so-called “People’s Forum,” the Party for Socialism
& Liberation (PSL) and the ANSWER Coalition on October 7, 2023 that co-sponsored the
“spontaneous” Times Square October 8, 2023 anti-Israel rally. We took our findings to Congress
and was the first organization to file a formal complaint with the IRS against the U.S. top funding
recipients, including the Goldman Sachs Philanthropy Fund, and the Tide Nexus Foundation.

CSW has also investigated Singham’s secret donations to the Columbia University-affiliated Union
Theological Seminary’s so-called KAIROS Center for Religions, Rights, and Social Justice.
According to the New York Post, nine of the 14 staff members listed on the KAIROS website have
connections to the Singham network and to Code Pink.

Our good friends at the Network Contagion Research Institute (NCRI) expertly investigated other
tentacles of the Singham’s network’s role in standing up the “ShutltDown4Palestine” (SID4P) cyber
information/command hub. SID4P is not only a command-and-control center for planning and
provisioning antisemitic incitement, but also a stand-alone convenor of foreign affiliated and
domestic operational groups. It is responsible for the care and feeding of any group that has
“Palestine” in its name.

At the behest of CSW and seconded by Senate Judiciary Chairman Grassley we are trying to
convince the Trump Administration to designate Singham and his cohorts foreign agents of the
Chinese Communist Party which would compel financial disclosure by GS and other funding
facilitators of their ties to the Singham Network.

Also, CSW has commenced supporting litigation strategies against Singham et al with the Middle
East Forum. We are jointly exploring potential civil RICO litigation as well as other claims and
advocating to the Trump Administration’s Justice Department to launch a criminal RICO
investigation into the Singham network.

Is any other like-minded organization involved in such “lawfare” against Singham. We do not know.
We wish we did. One more reason for a centralized litigation data base that no one Jewish

organization maintains.

2. Iran-Sponsored Entities
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It should come as no surprise to anyone that Iran is a major culprit inciting U.S. antisemitic violence.
CSW research was dispositive convincing the U.S. & Canadian governments that Iran was
laundering funds to the Arizona-based “fiscally sponsored” SAMIDOUN” Palestine Prisoner
Solidary Network non-profit. It was recently declared an affiliate of a foreign terrorist organization
-- the Popular Front for the Liberation of Palestine (PFLP). These groups promote antisemitic
rhetoric and violence under the guise of political activism.

SAMIDOUN operatives freely crossed over the border from Canada to incite violence against
Jewish students at Columbia, the City University of New York, Hunter College, and a raft of other
universities. Paid SAMIDOUN provocateurs infiltrated PFLP terrorist manuals onto campuses,
trained students how to resist campus security and police, and conduct “sit ins” SAMIDOUN
sympathizers are still lurking in the U.S. under the guise of sister pro-Hamas antisemitic groups.
CSW is cooperating with a NY-based FBI/NYPD Joint Task Force to track down supporters who are
operating below radar on behalf of SAMIDOUN.

3. Qatar Foundation

Qatar’s parastatal Foundation and its myriads of opaque subsidiaries and affiliates are implicated
funding U.S. educational programs and campus organizations that promote radical Islamic and
Muslim Brotherhood ideologies. For example, CSW’s research team was able to get a hold of a copy
of a Columbia University course curriculum that was replete with Muslim Brotherhood incitement
against Jews and Israel.

Several organizations, including ISGAP are attempting to peel the layers off the Foundation’s efforts
to channel funds through a constellation of subsidiary foundations to radicalize university faculty
and staff against Israel and Jews. Along with Saudi Arabia, Bangladesh, and other Gulf States the
Muslim Brotherhood’s wealthy donors maintain their undisclosed payouts to universities which,
with the connivance of the Biden Administration, have skirted existing laws and regulations requing
universities to disclose foreign funding streams.

CSW Proposed Actions

B Launch civil RICO lawsuits or other causes of action to dismantle these funding structures
and strip recipients of their tax-exempt status for knowingly washing these illicit donations.

B Pressure the Department of Justice (DOJ) to designate actors like Singham as foreign
agents.

B Compel financial transparency from intermediaries like the Goldman Sachs Philanthropy
Fund which has been accused of being a conduit for the Singham network.

B Support legislation criminalizing financial support for incitement of antisemitic violence.

B Establish a litigation coordinating center to share lawfare plans and recommendations.
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BETTER SOLUTIONS NEED AGAINST FAILING CYBER CONTENT DEFENSES
Mainstream social media companies have dramatically slashed their content moderation

programs created after 2017 to stamp out on-line antisemitism. And the resultis not surprising —a
surge in post October 7 antisemitic incitement online.

Key Challenges

e Mainstream Platforms: such as Twitter/X have zeroed out their antisemitism content
moderation programs — offering unregulated safe havens for antisemitic discourse.

e Fringe Groups: Organizations like the Goyim Defense League exploit foreign tech
infrastructure to operate freely without even the meager mainstream social media content
moderation guardrails

e Masked Support: U.S.-based companies, including publicly traded firms, unknowingly
support hate groups by offering backend services

CSW prepared and has shared with federal, state, and local authorities a comprehensive deck
revealing the unseen and unmonitored fringe and camouflaged antisemitic ecosystem whose
components operate under the radar. Our goal: these organizations rely on technology and
“back of the house” support from U.S. tech providers — some of which are publicly traded, thus
subject to federal scrutiny.

CSW has identified over 40 far-left camouflaged and “fringe” antisemitic U.S. — based outfits that
play a significant role inciting antisemitism, such as the notorious GOYIM DEFENSE LEAGUE that
contracts with Hong Kong-based technology (Nicenic.net) to stand up its own “Goyim TV”
television station. Others are dependent on U.S. — based, private and publicly traded technology
companies hired to provide them the wiring and servers to maintain their web presence.

CSW recommends forming a new national private sector task force to target the all-too ignored,
but highly lethal antisemitic groups that operate in the shadows, but need to be investigated to
determine:

e Who is funding them?

e Who is providing them with tech support to operate?

e Whether they and their donors are benefiting from tax exempt status?
e Are they violating any U.S. federal or state laws?

e What more to do?

Other than “naming and shaming” the offenders, CSW recommends a more strategic campaign
against the tech companies that provide the nuts-and-bolts support enabling these groups to
maintain their web presence.
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e Identify and target for prosecution U.S. tech companies that have a vendor/contractor
relationship with antisemitic groups ties to foreign terrorist organizations.

e The Securities and Exchange Act of 1933 imposes by reference to other statutes criminal
liability for publicly traded companies providing material support to foreign terrorist
organizations. Thisincludes services, tangible property, or intangible property benefiting
an FTO.

o Extraterritorial Jurisdiction:

Section 2339B has extraterritorial jurisdiction, meaning it applies to U.S. citizens and
legal entities operating outside the U.S. who provide material support to designated
FTOs.

The California-based publicly traded company -- Cloudfare, Inc. reportedly provides/has provided
tech proxy support to antisemitic Palestinian and Islamist terrorist groups including to Hamas, the
Palestinian Islamic Jihad's Al-Quds Brigades — both designated by the U.S. as terrorist groups, to
the Al-Qaeda-affiliated Kavkaz Center, the Islamic State (ISIS) and ISIS affiliates, the Taliban, Jaish-
e-Mohammad, and many others involved in terrorism. Although Cloudfare’s senior executives have
been repeatedly called out by Middle East research groups, such as MEMRI, a lack of corporate
transparency inhibits any verification that it has cleansed its client list of offensive, terrorist-
supporting organizations.

Any new counter-antisemitism campaign must incorporate proposals for new regulatory and
legislative initiatives to sanction foreign companies from doing business with U.S. citizens or clients

which incite antisemitic violence.

CSW Proposed Actions

B Establish a new private sector task force to monitor and disrupt technical support
for antisemitic entities.

B Enforce 18 U.S.C. § 2339B, penalizing material support to designated Foreign Terrorist
Organizations.

B |nvestigate publicly traded companies such as Cloudfare for providing infrastructure to
groups like Hamas.

B Publicly expose companies that refuse to sever ties with known antisemitic entities.
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STRIP TAX EXEMPT STATUS FROM DONORS ABUSING THE BENEFIT

We were advised by the House Ways & Means Committee and the IRS that CSW was the first
activist organization to file formal complaints with the Internal Revenue Service against U.S. —
based donors abusing their tax-exempt status. Fortunately, other groups followed suit. CSW’s
complaints were filed against:

The Goldman Sachs Philanthropy Fund

The Soros Open Society Foundation

The Westchester Political Action Committee
The Tides Nexus

These entities are just the a few of the many meriting formal investigation and punitive action for
knowingly funding antisemitic organizations detailed on CSW’s website.

Admittedly, prompting the Trump Administration to take remedial action against abusing donors will
be no easy feat, not least because even in the past the IRS process to investigate and confirm abuse
of tax-exempt benefits would take over a year. Itis no panacea.

What is going to throw a wet blanket on the abusers is prompting Congressional investigations into
the them and enlisting the support of state attorneys general who have more powerful tools to act
expeditiously against tax-exempt abusers incorporated or operating in their states.

END THE FISCAL SPONSORSHIP LOOPHOLE ENABLING ANTISEMITIC DONORS TO HIDE
THEIR DONATIONS

Domestic funders are camouflaging their own donations by having shell tax-exempt groups run
their donations through so-called “fiscal sponsorships.” By this ruse, a donation is camouflaged
as an unreportable line item inside a financial statement. Neither the donor nor the donee has
any obligation to report the donation all the while claiming a tax exemption for the donation.

The abuse of the “fiscal sponsorship” loophole enables otherwise reputable foundations
(including the Soros Open Society Foundation, the Rockefeller Brothers Foundation and other
major U.S. donors) to provide operational and managerial overhead support to recipients who
otherwise would have to disclose these donations as stand-alone tax-exempt organizations.

Ending the fiscal sponsorship camouflaged donation will require Congress to act to shut it down.
CSW has proposed to the House Ways & Means Committee proposed legislation requiring donors

to end this ruse that has shielded inciters of antisemitic violence from public scrutiny.

CSW Proposed Actions

B A community-wide legislative advocacy program to urge Congress to reform Section 501 of
the Internal Revenue Code to require transparency in all nonprofit financial flows, with
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specific need to end the so-called “fiscal sponsorship” loophole enabling tax-exempt
donors to camouflage their donations to antisemitic groups.

B Mandate disclosure of donor and recipient identities for all fiscal sponsorships.

DEVELOP & DEPLOY NEW Al TECHNOLOGIES TO FIGHT CYBER-INCITED ANTISEMITISM

Unmoderated mainstream and fringe antisemitic social media platforms are responsible for
facilitating and fomenting antisemitic violence. Coordinated nationwide antisemitic protests
cannot be coordinated, provisioned, and planned without access to social media platforms.

Worse, the perpetrators have hijacked open-source generative Al programs to improve their ability
to rapidly create new inciting content and to better target exposed Jewish communities.

In January this year CSW issued a Report detailing how ISIS and Al Qaeda are hijacking open source
generative Al programs to accelerate their efforts to recruit U.S. lone wolf terrorists to target the
U.S. Jewish community.

The highly respected UK-based Tech Against Terrorism (TAT) group also identified users exploiting
generative Al tools to bolster the creation and dissemination of Al-generated propaganda in support
of both violent Islamist and neo-Nazi ideologies. TAT also archived over 5,000 pieces of Al-
generated content shared in terrorist and violent extremist spaces.

Cyber Threat Landscape

Al-Generated Propaganda: Extremist groups are using Al to generate deepfakes, coded messages,
and incitement materials.

Targeting Youth: Platforms like TikTok are being exploited to manipulate young users
and turn them against Jewish communities.

Recruitment: Terrorist organizations are utilizing Al to attract and radicalize young, antisemitically
included young actors in the U.S.

To fight fire with fire there has to be a new Al crash initiative to inject proprietary Al programs into
existing private content moderation and counter-disinformation/misinformation antisemitic bots.
Why do we need Al in our arsenal:

1. Detection and Moderation: Al will enhance detection of antisemitic incitement on
mainstream, fringe, encrypted, and camouflaged social media accounts. It will also
enable accelerated surveillance of coded antisemitic content, at scale and facilitate the
detection of deep fakes and digital codes embedded in memes that are increasingly relied
upon by antisemitic incitement groups to connect with supporters.
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2. Education and Counter-Speech: New Al software will facilitate more expansive web
promotion of accurate historical information and respond to antisemitic claims with facts
and empathy.

3. Monitoring Trends: Al will enable content moderating groups such as CSW to better
analyze large datasets to identify targeted incitement trends in antisemitism, helping
researchers and policymakers respond more effectively.

CSW has begun incorporating open-source Al programs to accelerate its interdiction of social
media scrubbing and has launched discussions with several universities, including MIT and
Florida International University, to enter into new partnerships to develop a proprietary Al
capability to neutralize these recruiting operations — an effort CSW is eager to share with other
social media content moderating initiatives of importance to the Jewish community’s broader
efforts.

CSW Proposed Actions

B Al-Driven Detection: Develop Al programs accelerate detection of coded antisemitic
content across encrypted and fringe platforms.

B Counter-Speech Campaigns: Deploy Al-generated content to combat misinformation
and educate the public.

B Data Analysis: Use Al to track hate speech trends, enabling faster, data-informed policy
interventions.

FAR LEFT & FAR RIGHT MEDIA INFLUENCERS

The web has devolved into a safe haven for extremist social media influencers. Farright, neo-
Nazi podcasters, including Tucker Carlson, Jackson Hinkle, Nick Fuentes, and the like are fire
hoses of vicious antisemitic misinformation. On the far left, anti-Israel, often antisemitic
influencers such as Hasan Piker are an unabashed purveyor of anti-Zionism who has a major
antisemitism problem. And if they don’t host podcasts, they are purveyors of antisemitic
incitement and misinformation through fringe cyber megaphones.

Mainstream social media leaderships’ investment in initiatives to counter far-right antisemitic
incitement met their high-water mark long before October 7. Elon Musk’s takeover of Twitter/X
accelerated the decay of antisemitic content moderation programs, exacerbated a flight to
unsurveilled encrypted platforms, such as Telegram. So long as platforms are immunized under
U.S. law from third party content liability, it is open season against Jews.

Challenging the antisemitic extremist online podcasters and cyber inciting far left and far right
network demands a stiff spine and cunning countermeasures. It’s no fun being doxxed or, worse,
having one’s family threatened by adversaries who were able to identify their tormentors. Are
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those reasons to cede cyber territory to the enemy? Certainly not! There are plenty of ways to
skin the cyber cat.

CSW regularly monitors websites that attract a male, young adult audience which are historically
proven to be involved in antisemitic incitement from both neo-Nazi and far left antisemitic
content, including Reddit, Twitch, Roblox, Discord, and a handful of pro-gun Christian evangelical
web sites. While these web operations are not full-time promoters of antisemitism, they attract a
demographic susceptible to antisemitic entreaties, goaded by antisemitic influencers.

CSW Proposed Actions

B Establish a new “training camp” for spokesmen willing to take on the extremist podcasters
on their home turf, buttressed by a new public advocacy strategy developed by a national
public relations/communication firm specializing in “influencer” development and
strategies.

B Develop a new pro-Jewish influencer network on platforms such as TikTok and Instagram.

B Develop new “phishing” initiatives to insert malware into antisemitic accounts, including
new “Trojan Horse” poison pills.

B |aunch “botnet” cyber attacks against promoters of web-based antisemitic incitement.

B Enlist a cadre of sympathetic gamers to help monitor gaming site content.

SUMMARY COMMENT

CSW’s primary mission is to dismantle and destroy antisemitic and extremist cyber incitement
and potential violence. Itis just one spoke on a large wheel. Our appeal and our prescriptions are
designed to trigger a bigger, broader, better coalition to be arrayed against the antisemitic horde.

We do not know who, if anyone or any major group will pick up the mantle, but the gauntlet has
been thrown down. In the meantime, CSW will continue to do its best. Our adversaries are not
waiting for us to get our act together.

About the Coalition for a Safer Web: Headquartered in Washington, the Coalition for a Safer
Web is a nonpartisan nonprofit foundation that exposes and counters online extremist activity
and its funding.

Media Contact:
For media interviews with Amb. Ginsberg and additional information, please contact Adam
Dubitsky, adam@coalitionsw.org.
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